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FBI Warning of Fraud Trend: Online Romance Scams

A critical mission of the Federal Bureau of investigation (FBI) is to help protect members of our
communities, especially those most vulnerable. The FBI has observed an increase in financial fraud
cases targeting older, single adults over the age of 55. This fraud scheme identifies victims through
online dating and social networking websites, often targeting those who are alone, depressed, or
experiencing the loss of a spouse/partner.

The scammers pretend to be interested romantically in the victim and work toward gaining the victim's
confidence. Once trust is established, the perpetrators present a "temporary scenario" that is intended
to generate sympathy and persuade the victim to loan them money. If the perpetrators succeed in
obtaining even a small amount of money from the victim, they become relentless in their manipulation
of the victim. The perpetrators continue to prey on the victim's emotions through persistent lies in
which they request the victim to loan, give, or invest more money from savings, retirement accounts,
or home equity until the victim's financial resources are exhausted. Often, after the perpetrators have
drained the victim financially, they continue to leverage the relationship with the victim to help them
move or transfer criminal proceeds away from other victims in an activity known as money laundering.
Individuals who help with this activity, whether witting or unwitting, are referred to as Money Mules.

The FBI's Salt Lake City Field Office is working to increase awareness of online romance fraud
schemes among single adults over the age of 55 within Utah, Idaho, and Montana. We are also seeking
the assistance of family and friends of single adults to identify loved ones who are being victimized in
this manner. Included with this letter is a brochure entitled "Older Adult Financial Exploitation" and a
booklet entitled "Money Mule Awareness." Please review these publications. We are sending you this
material in hopes that you will distribute and forward it to those persons within your sphere who may
become victims of such a scheme. If you have the capacity to upload these materials to your website
to widen their distribution and increase awareness, we would ask that you do so. Both the brochure
and booklet identify additional resources available online as well as a reference to the FBI's Internet
Crime Complaint Center (IC3) https://www.ic3.gov to submit complaints regarding these matters. If
needed, you may also call our office, 801-579-1400, and your concern will be directed to the
appropriate person.

The consequences to the victims of these scams are devastating. Restitution of funds is rarely
accomplished, and the victims targeted in these schemes often lack the ability to recover from their
financial losses. Our hope and objective in reaching out to you is to increase awareness of these scams
and to thereby help prevent you, your loved ones, or those persons whom your organization interacts
with from being victimized by this fraud scheme.
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